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Introduction

OnCell Central Manager v2.0 is a powerful tool that makes it possible for two sites configured with Private
IP addresses to access each other over a public network. More specifically, Ethernet hosts with access to
the Internet can be configured to communicate with devices connected to an OnCell unit by connecting to
OnCell Central Manager.

The following topics are covered in this chapter:

O Key Features
Overview
OnCell Central Manager Hardware Topology

Moxa Device Compatibilities

QoaaaQ

System Requirements
» Minimum Hardware Requirements

» Software Requirements



OncCell Central Manager Introduction

Key Features

e The Administrator can manage up to 2000 OnCell devices with OnCell Central Manager, and allow up to
200 simultaneous data connections between hosts and serial/Ethernet device.

e Full support for Windows X64 platforms

e Auto detects occupied ports to prevent function failures

e Pie charts present device status and information in a clear and readable format
e Categorized system log with substantial diagnostics information

e Manage, group, monitor, configure, and upgrade the firmware of all your devices from OnCell Central
Manager

Overview

OnCell Central Manager makes it possible for multiple sites configured with private IP addresses to access
each other over a public network. The sites connect to OnCell Central Manager, which assigns port numbers
to each site, thereby allowing hosts to connect to serial and/or Ethernet devices connected to an OnCell
device. Furthermore, OnCell Central Manager allows a host to monitor the connection status of an OnCell
and the devices connected to it.

OnCell Central Manager supports the following types of accessibility:

1. Private IPs hidden from the public domain can communicate directly

2. Connect over the Internet to OnCell devices with private IP SIM cards

ATTENTION
Throughout this manual:

e OnCell or OnCell device refers to an actual OnCell hardware product (OnCell 5004, for example).
e Connected device refers to an Ethernet device connected directly to an OnCell.

e OnCell Central Manager or OCM refers to software utility which is the topic of this manual.
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OncCell Central Manager

Introduction

OnCell Central Manager Hardware Topology

Oncell Central Manager allows private IP hosts and OnCells to communicate with each other over a public
network.
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Moxa Device Compatibilities

OnCell Central Manager v2.0 is compatible with the following OnCell and WDR models:

OnCell G3100 series
OnCell G3100-HSPA series
OnCell G3111 series
OnCell G3111-HSPA series
OnCell 5000 series

OnCell 5000-HSPA series
OnCell G3470A-LTE
WDR-3124A
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OncCell Central Manager Introduction

System Requirements

Minimum Hardware Requirements

e Windows 7 (32-bit or 64-bit)
e 4 GB of RAM
e 300 MB hard drive

Software Requirements

OnCell Central Manager v2.0 has been fully tested, and has been shown to be compatible with the latest
Windows operating systems, including Windows 64-bit operating systems.

Compatible operating systems

e X86 OS: Windows 2000 Server, Windows Servers 2003, Windows Server 2008, Windows 7, Windows 8,
Windows 2012

e X64 0S: Windows 2000 Server, Windows Server 2003, Windows Server 2008, Windows 7, Windows 8,
Windows 2012

Browsers:

e Internet Explorer 6.0 or above
e Firefox 37.02

e Chrome

NOTE Windows XP is no longer supported by Microsoft. Moxa recommends using the Windows 7 OS instead.

NOTE Adobe Flash is required to install OnCell Central Manager.
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Configuring Your OnCell and Connected
Devices

In this chapter, we describe how to use your OnCell’s web console utility to configure the OnCell to connect
to OnCell Central Manager, and configure the connected devices to connect to the OnCell.

The following topics are covered in this chapter:

O oOnCell Central Manager Settings
» Configuration
» Control Port

O Service Forwarding



OncCell Central Manager

Configuring Your OnCell and Connected Devices

OnCell Central Manager Settings

After starting your OnCell’s web console configuration utility, click OnCell Central Manager Settings in

the navigation panel (not shown below) and then click OnCell Central Manager to open the settings page.

OnCell Central Manager

Configuration

OnCell Central Manager

Disable V

Manager IP

Auto reconnect period

10 - 1000 secs)

110 (
Control Port
Management information port 163201

Management configuration port 63202

|63203

Telnet port

The OnCell Central Manager page includes two sections, Configuration and Control Port, described

separately below.

Configuration
Setting Description Factory Default
OnCell Central Select Enable to allow your OnCell to connect to OnCell Disable
Manager Central Manager.
Manager IP Enter the public IP address that assigned to Oncell Central None
Manager.
Auto reconnect period |The number of seconds the OnCell will wait before attempting | 10

to automatically reconnect to Oncell Central Manager (input
any integer between 10 and 1000).

Control Port

Setting Description

Factory Default

Management
information port

This port is used to transfer status information of the OnCell
to OnCell Central Manager. The port number must match the
Information port configured in OnCell Central Manager. To
prevent port conflicts with other applications, you can set the
management information port to a different port number.

63201

(the server) that is listening for a Telnet connection from
OnCells (the hosts). To prevent a TCP port conflict with other
applications, you can set the Telnet port to a different port
number.

Management This port is used to transfer configurations from the OnCell to | 63202

configuration port OnCell Central Manager. The port number must match the
Configuration port configured in OnCell Central Manager. To
prevent port conflicts with other applications, you can set the
management information port to a different port number.

Telnet port The Telnet port is the TCP port in OnCell Central Manager 63203

2-2




OncCell Central Manager

Configuring Your OnCell and Connected Devices

Service Forwarding

To access the Service Forwarding configuration page, expand the OnCell Central Manager Settings
item in the navigation panel (not shown below) and click Service Forwarding.

Service Forwarding

Service forwarding

Service forwarding port

No  [JAct.

(This function is for OnCell Central Manager enly.)
63204

Eth. Device Name Eth. Device IP Port

Description

o

EENEREIRE
ollol{al o §_
Tllw o
IEEA
e
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ooooooo

Settings specific to the OncCell

These settings govern the connection between the OnCell and OnCell Central Manager.

Setting

Description

Factory Default

Service forwarding

Select Enable to allow this OnCell to forward data from
devices connected to the OnCell to OnCell Central Manager.

Disable

Service forwarding
port

The Ethernet port number used to establish an Ethernet
connection between this OnCell and OnCell Central Manager.

63204

Settings Specific to Connected Devices
These settings govern the connection between the OnCell and Ethernet devices connected directly to the

OnCell.
Setting Description Factory Default
Act. Select this checkbox to activate the connection between the |unchecked
Ethernet device associated with this row and the OnCell.
Note: If Service Forwarding is set to Enable, the connected
device will be able to communicate with OnCell Central
Manager.
Protocol Select which protocol will be used to establish a connection TCP
between the connected device and the OnCell (options
include TCP and UDP).
Ethernet Device Name |A name for the connected device. N/A
Ethernet Device IP The private IP address (192.168.xxx.xxx) assigned to the N/A
connected Ethernet device.
Port The Ethernet port number assigned to the connected Ethernet | N/A
device.
Description A description of the connected Ethernet device. N/A
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Installing OnCell Central Manager

In this chapter, we explain how to install Moxa’s OnCell Central Manager and quickly set up and test your
network to make sure the connection is running smoothly.

The following topics are covered in this chapter.

O Installing OnCell Central Manager
O Using the OCM Server Tool
» OCM Server tool Tool Menu



OnCell Central Manager Installing OnCell Central Manager

Installing OnCell Central Manager

Access http://www.moxa.com/product/OnCell Central Manager.htm to download OnCell Central Manager
v2.0. Be sure to select the download option for the type of OS (32-bit or 64-bit) your system is running.

iS5 Setup - OnCell Central Manager Ver2.0 = ot |

Welcome to the OnCell Central
Manager Ver2.0 Setup Wizard
This will install OnCell Central Manager on your computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

[ Next = ]| Cancel

Using the OCM Server Tool

Use the IP for User Connection drop-down box to select which IP address OCM users should use to
connect to OnCell Central Manager. This will usually be a private IP address.

“k OCM Server tool EI = @

File Tool Help

IP Settings
CnCell Central Manaaer
i
IP for User Connection 1P for OnCell Dievice Connectiol
M | 192.168.127.105 [ ASIX AXEi -] |192.168.4ﬁ.212 (Intel(R) 82 v|

c192.168.4-[).212 (Intel(R) 82579LM Gigabit Network Connection ) |
Startup/t 195 1681621 (VMware Virtual Ethernet Adapter for Vivinet8) L
? 192.168.127.105 ( ASIX AX88178 USB2.0 to Gigabit Ethernet Adapter #2)
arep *——i
Database Serve SO Start

Server is stopped.
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OnCell Central Manager Installing OnCell Central Manager

Use the IP for OnCell Device Connection to select which IP address OnCell Central Manager will use to
connect to OnCell devices. This will usually be a public IP address.

i OCM Server tool =] = ==
File Tool Help
IP Settings
OnCell Central Manaaer
—
IP for User Connection 1P for OnCell Device Cannectiol
" [192_168.12?.105 { ASTX AX3! v] 102 168.40.212 (Intel(R) 825 -

g ; | 192.168.40.212 (Intel(R) 82579LM Gigabit Network Connection )
Startup/Shutdown OnCell Central Manager — Onlyg7 155 1671 (Vhware Virtual Ethemet Adapter for ViVInet8 )
We 192 168.127.105 ( ASIX AX88178 USB2.0 to Gigabit Ethernet Adapter #2)

-St rt Shutdown
m I Database Serve - Start

Server is stopped.

OCM Server tool Tool Menu

Click the OCM Server tool Tool menu to access Control Port Settings, User Port Settings, and to make

use of other functions.

Control Port Settings

Select Control Port Settings to view and/or modify the OnCell Central Manager’s control ports.

#H OCM Server tool l = S

File [Tool] Help

Control Ports Settings
User Ports Settings

Import OnCell User Ports/ Service Forwarding

Add OnCell User Ports/ Service Forwarding
View OnCell User Ports/ Service Forwarding LEIEL T E

P26 (Intel(R) Dui

Control Ports Testing

flanager Service

Web Server: Stop |
Startup Shutd
: Database Serve  Starti]

St

Server is started.
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OnCell Central Manager Installing OnCell Central Manager

These ports are the communication ports between OnCell ’ ]
Control Ports Settings

===

Central Manager and OnCell devices. The aim is to allow

OnCell Central Manager to access and manage OnCell Errroeoiz ooz
devices. Make sure the port numbers shown here match
the control port numbers in your OnCell devices. Management config. port: 63202
Telnet Port: 63203
OP mode data port: 63211
OP mode command port: 63251
Service forwarding port: 63204
[ Save l ’ Cancel l
User Port Settings
Select User Port Settings to view and/or modify the OnCell Central Manager’s user ports.
#E OCM Server tool = LX)
File [Tool] Help
P Control Ports Settings
User Ports Settings
Import OnCell User Parts/ Service Forwarding
Add OnCell User Ports/ Service Forwarding
View OnCell User Ports/ Service Forwarding JEE T2 LENTET I
P26 (Intel(R) Dui ™
Caontrol Ports Testing
Starupr s T e T e T T AT TR T wrreereerrarnlanager Service
— Web Server: [Stop |
STartup utaown
Database Serve  SEartil
||  Serverisstarted. I
L o
These ports will generate specific port numbers ¢ 5
. User Ports Setti Iﬁ
from the configured ranges. The port numbers el
will map to the TCP server ports of an Ethernet -
Tom to
device connected to an OncCell, or directly ————
. . Data port range: m ___ 91023
connect to a serial device.
Command port range 31024 ---- 32047
I Service forwarding portran 52048 ---- B023%
Telnet port range: 50240 .~ B12B3
[ Reraove registered ports
[ Save l ’ Cancel l
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OnCell Central Manager Installing OnCell Central Manager

OnCell Central Manager Web Server Ports

The following table shows the ports used by OnCell Central Manager. Make sure the port numbers are not
already occupied.

OnCell Central Manager Web Server ports:

Web Server Ports 8005, 8080, 8443

OCM Service Ports 63201, 63202, 63203, 63204, 63211, 63251
OCM Monitoring Ports 63206, 63207, 63210

OnCell Central Manager Database Server ports

Database Server 1527

NOTE The above figures are for illustration purposes only. The actual numbers depend on the connection status
and network environment.
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OnCell Central Manager Web Console
Configuration

In this chapter, we describe the web console that you can use to configure OnCell Central Manager, and
several advanced functions that are available to manage, monitor, and upgrade the firmware to connected
OnCell devices.

The following topics are covered in this chapter:

O Launching OnCell Central Manager
O Server

» Overview
Control Ports / User Ports Info.
Change Password

Device Group Management

YV V V V

Account Management
O Device

All Devices

Groups

All User Ports

Service Forwarding
Firmware Upgrade

Managing a Single Device

YV V VYV VY V V VY

Device Logout



OnCell Central Manager OnCell Central Manager Web Console Configuration

Launching OnCell Central Manager

To access OnCell Central Manager:

1. Open a web browser.
Enter the OnCell Central Manager’s IP address (e.g., http://localhost:8080).

3. When the login screen appears, enter the user name (default is “admin”) and password (default is
“admin”), and then click the Login button.

htp://60.251.53.122:8080/OnCellCentral/ P - & | I} onCell Central Manager ... %

Welcome to OnCell Central Manager
Login ID: ||

Password:

NOTE Default user name and password:

Username: admin
Password admin

For security reasons, we strongly recommend changing the default password. To do so, select Server >
Change Password, and then follow the on-screen instructions to change the password.

Server

Overview

The Overview screen shows which version of OnCell Central Manager is installed.

MOXNE:!www.rnoxa.com

Overview

| Contral Ports/User Ports Info.
|| change Password

OnCell Central Manager

, Version: 2.0 Build 14111115
|| Device Group Management

|} Account Management Copyright: Moxa Inc.


http://localhost:8080/

OnCell Central Manager OnCell Central Manager Web Console Configuration

Control Ports / User Ports Info.

Click the Control Ports / User Ports Info. menu item to display the current port numbers for OnCell
Central Manager. For detailed port information, see Chapter 2: Device Web Console Configuration. Port
numbers can be modified manually using the device web console.

" MIOXA wwwmoxa.com

Control PortsfUser Ports Info.

] Overview

_]Contral Ports/User Ports Info. Control Ports Information

|} Change Password Management Information Port: 63201

| Device Group Management Management Configuration Port: 63202

L] Account Management OP Mode Data Port: 63211
OP Mode Command Port: 53251
Telnet Port: 53203
Service Forwarding Port: 63204

User Ports Information

Data Port: From 50000 To 51023
"l Command Port: From 51024 To 52047
Service Forwarding: From 52048 To 60239
Telnet Port: From 60240 To 61263

Change Password

Use the Change Password function to change your login password. Before you set up a new password,

you must input the current password and reenter the new password for confirmation.

MOXAI”WWW.I'I'IOXB.COI'I"I

Change Password

] Overview
) Control Ports/User Ports Info. Password
_| Change Password Old Password:

|} Device Group Management New Password:

|} Account Management

Confirm Password:

Change

4-3



OnCell Central Manager

OnCell Central Manager Web Console Configuration

Device Group Management

Administrators can use the Device Group Management page to manage Groups and allocate devices to
specific groups. Use the Add, Remove, Rename, and Reload functions to create, delete, or rename
groups and sub groups.

[} Overview
) Control Ports/User Ports Info.

[ Change Password

MOXAUWWW.ITIOXE.COITI

» Total Solution for industrial Wireless Networking

Device Group Management

¥ [ Groups
| Device Group Management S East
] Account Management v = North
[-N-1
EN-2 -]
crouva_|_namove_]_nsond |
Filter:| Device Name v Filter | Reset
Device Name Device MAC LAN IP Address
OnCell_5104_0001 30:30:30:30:30:31 192.168.127.254
m OnCell_5104_0004 30:30:30:30:30:34 192.168.127.254
OnCell_5104_0005 30:30:30:30:30:35 192.168.127.254
OnCell_5104_0002 30:30:30:30:30:32 192.168.127.254
onCell_5104_0003 30:30:30:30:30:33 192.168.127.254
1 Total Pages: 1 Total records: 5 En v | Page Number: 1
Basic Group Management
The four basic group management functions, Add, Remove, Rename, and Reload, are described below.
I ey s | i |_Reload |
¥ [ Groups -
[ East
¥ [~ North
[N-1
[=N-2 =]
Function Name Description
Add Add a new group or sub group to the currently selected item.
Remove Remove the currently selected group or sub group.
Rename Rename the current group or sub group.
Reload Refresh the group listing.




OnCell Central Manager OnCell Central Manager Web Console Configuration

Devices

In the Devices section of the Device Group Management page, you may View Current Groups or
View All Devices.

- View Current Groups

Filter:

Filter | Reset

View All Devices

Device Name Device MAC LAN IP Address

onCell_5104_0001
oncell_5104_0004
oncell_5104_0005
oncell_5104_0002
oncell_5104_0003

30:30:30:30:30:31
30:30:30:30:30:34
30:30:30:30:30:35
30:30:30:30:30:32
30:30:30:30:30:33

192.168.127.254
192.168.127.254
192.168.127.254
192.168.127.254
192.168.127.254

1 Total Pages: 1 Total records: 5 EO * | Page Number: 1

Viewing Option Description

View Current Groups View all of the devices in the currently selected group.

View All Devices

View all of the devices currently registered with OnCell Central Manager.

Grouping

Administrators can add a device to a group, provided the device does not already belong to a group. Click
on a specific group and then click Grouping to open the Select Device / New Device window.

View Server v . .

) Overview
|) Control Ports/User Ports Infa.
) Change Password

Device Group Management

| momovs | soname | o

L v [=Groups .
L] Device Group Management [~ East
() Account Management v North

N1

EN-2

[*]
View All Devices - Grouping ' Remove | Reload |
Filter: Device Name v Filter Reset

Device Name Device MAC

OnCell_5104_0001 30:30:30:30:30:31
OnCell_5104_0004 30:30:30:30:30:34
OnCell_5104_0005 30:30:30:30:30:35
OnCell_5104_0002 30:30:30:30:30:32
oncCell_5104_0003 30:30:30:30:30:33

LAN IP Address
192.168.127.254
192.168.127.254
192.168.127.254
192.168.127.254
192.168.127.254

1 Total Pages: 1 Total records: 5 30 v | Page Number: 1

NOTE The same device cannot be added to more than one group at the same time.
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Select Device

The Select Device section of the pop-up window only displays devices that currently do not belong to a
group. Select one or more devices and then click OK to add the devices to the group selected above.

MOX A www.moxa.com

Device Group Management

» Total Solution for Industrial Wireless Networking

() overview
[ Control Pori Device Group Management
Change Pat . 3
: DU e add | Remove | Renome || Reload
() Account Mai ¥ Groups H
v North
= I
]

1P Address

168.127.254

DL Grousing. ) emove | Rslosd ] g 127254
| | Fiter | meset | 168.127.254
168.127.254

168.127.254

| LAN IP Address

Device MAC Address:

|_ok || cancel

New Device

To add a device not shown in the pop-up window, enter the device’s MAC Address in the input box near the
bottom of the window, and then click OK to add the device to the group.

MOX A www.moxa.com

Device Group Management

» Total Solution for Industrial Wireless Networking

) Overview

[ Control Pori Device Group Management
Change Pat . 3
. DU Eeend | add | memove || Rename || Relood
() Account Mai ¥ Groups H
v North
= I
Select Device / New Device [

Filter: | Device Name £ Filter | Reset | Filter | Reset

IP Address

168.127.254
DL Grousing. ) emove | Rslosd ] g 127254
| | Fiter | meset | 168.127.254
168.127.254
168.127.254

| LAN IP Address

Device MAC Address:

|_ok || cancel
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OnCell Central Manager Web Console Configuration

Remove

To remove a device from the group, select the device and then click Remove.

[} Overview
) Contral Ports/User Ports Info.
[ Change Password

|_JAccount Management

MOX A\ vwww.moxa.com

» Total Solution for industrial Wireless Networking

Device Group Management

OnCell_5104_0002
OnCell_5104_0003

30:30:30:30:30:32
30:30:30:30:30:33

¥ = Groups *

[ East =

v [=North B

EN-2 -

= 1 1

Filter:| Device Name v rg Reset
Device Name | Device MAC ‘ LAN IP Address
OonCell_5104_0001 30:30:30:30:30:31 182.168.127.234
OnCell_5104_0004 30:30:30:30:30:34 192.168.127.254
OnCell_5104_0005 30:30:30:30:30:35 192.168.127.254

192.168.127.254
192.168.127.254

1 Total Pages: 1 Total records: 5 Page Number: 1

Filter Reset

Devi

Device MAC

| Device MAC

| LAN 1P Address

OnCel
OncCel
oncCell_5104_0005
OncCell_5104_0002
oncCell_5104_0003

LAN IP Address

30:30:30:30:30:31
30:30:30:30:30:34
30:30:30:20:30:35
30:30:30:30:30:32
30:30:30:30:30:33

192.168.127.254
192.168.127.254
192.168.127.254
192.168.127.254
192.168.127.254

1 Total Pages: 1 Total records: 5 Page Number: |1

Reload

Click Reload to refresh the device list.

MOX A\ vwww.moxa.com

Device Group Management

) Overview
) Contral Ports/User Ports Info.

» Total Solution for industrial Wireless Networking

[ Change Password = Groups

[ East
¥ [ North

|_JAccount Management

Device Name

Device MAC

| LAN IP Address

oncell_5104_0001
OnCell_5104_0004
OnCell_5104_0005
OnCell_5104_0002
OnCell_5104_0003

30:30:30:30:30:31
30:30:30:30:30:34
30:30:30:30:30:
30:30:30:30:30:
30:30:30:30:30:33

192.168.127.254
192.168.127.254
192.168.127.254
192.168.127.254
192.168.127.254

1 Total Pages: 1 Total records: 5 Page Number: 1




OnCell Central Manager OnCell Central Manager Web Console Configuration

Filter

The Filter function allows you to search via Device Name, Device MAC, or LAN IP Address. Enter partial
names, MACs, or IPs to display all devices relevant to that search.

O e« I | s
Filter: | Device Name | = Filter | Reset

_~ Device Name

Devic - . Device MAC LAN IP Address
oncC | Device MAC | 30:30:30:30:30:31 192.168.127.254
1% LAN 1P Address PSS PIRELe
onCeh—sruswoug—— 30:30:30:30:30:34 192.168.127.254
OnCell_5104_0005 30:30:30:30:30:35 192.168.127.254
OncCell_5104_0002 30:30:30:30:30:32 192.168.127.254
OnCell_5104_0003 30:30:30:30:30:33 192.168.127.254
1 Total Pages: 1 Total records: 5 EO ¥ | Page Number: 1

Device Name

Choose Device Name, and then input a keyword to filter by.

Device MAC
Choose Device MAC and input all or part of a MAC address to filter by.

Device LAN IP Address
Choose Device LAN IP address and input all or part of a LAN IP address to filter by.

Reset

Clear filter criteria.

NOTE The above figures are for illustration purposes only. The actual numbers depend on the connection status
and network environment.

Account Management

The Account Management page allows the administrator to assign different roles, give each account
various access levels, and monitor the current status.

| MOXA wwwmoxacom e

View server -
Account Management
() Overview )
emrorstser o e[| ke | s
L €hange Password Login Account User Name Role Parent Status
LJDevice Group Management admin admin Admin system enable v 5 Groups
__] Account Management P
usert user1 Super User admin(admin) enable
E3East
¥ = North
N1
=Nz
[= Other
= South
[E5West
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Add

Add a new account and assign different access levels and specific Group folders.

Account Management

User Information l Add i | Edit | | Delete | | Reload |
Account: & |
User name:
Password: s
Confirm password: s
Raole: s | Super User |
Parent: ﬁ:Ladmin[admin)-Admin =)
Enable account: Iil Enable
Groups Salected Groups
L Groups g Selected Groups
East | = |
> North
Other =
South
West
Ok Cancel
NOTE Information for items marked with a red asterisk must be provided.
Item Description
Account Account name used to log in to OnCell Central Manager.
User name Enter a nickname or description for the user name.
Password Password used to log in to OnCell Central Manager.
Confirm Password Retype the password to confirm.
Role Admin: Can access all groups, devices and user information.

Super User: Can access subgroups, devices in the subgroup, and user information
for users created by the Super User.
User: Can only view device information.

Parent

Enable account
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Edit

Click Edit to modify user information.

Account Management

aga_ || eait_J| velete | Reload

Enter updated information as needed in the following popup window.

Modify Usar

Account: s admin

User name: admin

Password: E FEFFFFFEFFFEFF I TR FFEFF T F TS

Confirm pESS"."IDFd: s L L L L

Enable account: m Enable

l ok Jl Cancel J

Reload

Click Reload to refresh the account information appearing onscreen.

Account Management

s s o [

Device

OnCell Central Manager provides infographic demonstration that displays devices’ connection status, signal
RSSI, and device cellular mode. You may view using the All Devices view or Groups view. Click on the
various headings (Device MAC, Device Name, etc.) to change the way the information is sorted.

Pass your cursor over a pie chart to see more information.
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All Devices

The All Devices view option is selected by default.

MOX A\ vwww.moxa.com

»» Total Solution for Industrial Wireless Networking

All Devices

All User Ports  Service Forwarding
|

‘ Firmware Upgrade

Statistic information

| WDR-3124A_0000 (Offline)
() WDR-3124A_0000 (Offline)
) Green_WDR3124A (Offline)
) WDR-3124A_0000 (Offline)
[ Oncell 63470-LTE_0000 (Offl_|
) Oncell G3470-LTE_0000 (OFfl
) Oncell G3470-LTE_0000 (OFfl
|_)1G3111_8853-VGM (Offline)

() OnCell_5104_0001 (Online)
() OnCell_5104_0002 (Online)
[) OnCell_5104_0003 (Online)
) oncell_s104_0004 (online) | ||l =
) OnCell_5104_0005 (Online) Edit Function ‘Fl‘lter: Device MAC | = Filter Reset
|_)oncell_s104_0006 (Online)

| Device MAC | Device Name | Device Series | WANIP 4 | LANIP FW Version | Rssi | cellular Mode | Last © |
L10onCell_5104_0007 (Onlin) O 00:90:E8:00:00: WDR-3124A_00C WDR-3124 serie¢ 10.110.24.88 | 192.168.127.253 1.0 0 N/A 2015/02/10 15:39:54 |
) 0nCell_5104_0008 (Online) @ 00:90:E8:00:01: Oncell G3470-LTf OnCell G3470-LT 10.194.172.133 | 192.168.127.25% 1.0 0 N/A 2014/12/01 19:23:22
) 0nCell_5104_0009 (Online) O 00:90:E8:00:01: Oncell G3470-LTf OnCell G3470-LT 10.71.225.192 | 192.168.127.25% 1.0 0 N/A 2014/12/02 11:59:20
L)0nCell_5104_0010 (Online) O 00:90:E8:00:00: Green_WDR312{ WDR-3124 series 100.64.170.94 | 192.168.127.221 1.0 0 N/A 2014/12/10 12:30:05
L)0nCell_5104_0011 (Online) L 00:90:E8:00:25: Oncell G3470-LTI OnCell G3470-LT 100.67.200.142 | 192.168.129.111 1.0 o N/A 2014/12/08 11:28:31
L)0nCell_5104_0012 (Online) L 00:90:E8:00:00: WDR-3124A_00C WDR-3124 series 111.70.9.185 | 192.168.127.231 1.0 o N/A 2015/02/06 16:06:24
L10nCell_5104_0013 (Online) I 00:90:E8:00:00: WDR-3124A_00C WDR-3124 serie¢ 111.80.241.40 | 192.168.127.231 1.0 0 N/A 2015/01/19 16:29:37
LJ0oncell_5104_0014 (Online) I 30:30:30:30:34: ONCell_5104_00 OnCell 5000-HSC 192.168.126.25¢ 192.168.127.25¢ 1.5.7 32 EDGE 2015/05/14 13:22:54
LjonCell 5104_0015 (Online) | | 713 30:30:30:30:34: OnCell_5104_00 OnCell 5000-HST 192.168.126.25¢ 192.168.127.25¢ 1.5.7 78 uMTS 2015/05/14 13:23:23
[10nCell 5104 0016 (Online) ™| rr  ninnimnianias. Aesai cxas nn Aesai Ennn e an 126 1ne ned 1an 1ce s med « o - g anvcincis ammnes L2

Groups 1123 pp TotalPages: 6 Total records: 108 Page Size: Page Number: |1 View Al

m | Refresh | [v] Auto Refresh (20 seconds)

Groups

Click the Groups option to view groups. This viewing option can be used for batch configurations of all
devices in certain groups or subgroups.

MOX A\ vwvww.moxa.com

» Total Solution for Industrial Wireless Networking

| All Devices |

[ = I. Statistic i i
———r

i

All User Ports | Service Forwarding
|

irmware Upgrade
|

[ East
¥ [ North
EN-1
EN-2
[ Other
[ South
=/ West

‘View All Devices | | Edit  Function fer: | Device MAC | v Filter | Reset
v | Device M# Device Name | Device s WANIP | LANIP | FW Version| Rssi | Cellular Mode | Last C |

I 30:30:30: OnCell_5104_0046 onCell 5¢ 192.168. 192.168. 1.5.7 2 LTE 2015/05/19 17:03:20 -
I | 30:30:30: OnCell_5104_0048 onCell 5 192.168. 192.168. 1.5.7 2 LTE 2015/05/19 17:03:20

T | 30:30:30:] OnCell_5104_0047 oncell 5 192.168. 192.168. 1.5.7 22 LTE 2015/05/19 17:03:20

T 1 Oncell_s104_0049 onCell 5 192.168, 192.166. 1.5.7 22 LTE 2015/05/19 17:03:20

m 2 OnCell_5104_0050 oncell 5 192.168. 192.168. 1.5.7 2 LTE 2015/05/19 17:03:20

A 30:30:30: OnCell_5104_0077 OnCell 5( 192.168. 192.168. 1.5.7 0 N/A 2015/05/19 16:56:21

O 30:30:30: OnCell_5104_0078 OnCell 5( 192.168. 192.168. 1.5.7 0 N/A 2015/05/19 16:56:21

A 30:30:30: OnCell_5104_0075 onCell 5 192.168. 192.168. 1.5.7 o N/A 2015/05/19 16:56:21 I

1 Total Pages: 1 Total records: 55 Page Size: 109 Page Humber: 1 View All

[ trech TR | et | 1 o meve (20 seconc
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All User Ports

Click All User Ports to display all ports mapped to OnCell Central Manager in OP mode with Telnet status

on.

MOX A\ vwww.moxa.com
— —

% Total Solution for Industrial Wireless Networking

| ARDevices | Filter: | Devi Filt Reset
¥ (9 AllDavices =] ‘ ‘ ilter:| Device Name | v | | Filter | Reset |
[ WDR-3124A_0000 (0ffline) Port Type Device Name Device MAC Status OP Mode Serial Port Ethernet Port
() WDR-2124A_0000 (Offline) Telnet Green_WDR3124A 00:90:8:00:00:29 Close N/A N/A 60240
[} Green_WDR3124A (Offline) Telnet ©Oncell G3470-LTE_0OOI 00:90:28: Close N/A N/A 60241
) WDR-3124A_0000 (Offine) Telnet WDR-3124A_0000 00:90:e8: Close N/A N/A 60242
) Oncell 63470-LTE_0000 (Off] Telnet Oncell G3470-LTE_000I 00:90:e8:00:25:c3  Close N/A N/A 60243
) Oncell 63470-LTE_0000 (OFfl Command G3111_8853-VGM 00:90:e8:03:11:12  Close TCP Server Port 1 51024
| oncell 63470-LTE_0000 (Off Data G3111_8853-VGM 00:00:e8:03:11:12  Close TCP Server Port 1 50000

|_)1G3111_8853-VGM (Offline)

[) OnCell_5104_0001 (Online)
() OnCell_5104_0002 (Online)
[) OnCell_5104_0003 (Online)
) oncell_s104_0004 (online) | ||l
() OnCell_5104_0005 (Online)
|_)oncell_s104_0006 (Online)
|_)oncell_s104_0007 (Online)
) oncCell_5104_0008 (Online)
[) OnCell_5104_0009 (Online)
() OnCell_5104_0010 (Online)
) OnCell_5104_0011 (Online)
) OnCell_5104_0012 (Online)
) OnCell_5104_0013 (Online)
|_)oncell_s104_0014 (Online)
LJoncell_s104_0015 (online) ||

[10nCell 5104 0016 (Online) 7| —_—
Groups. 1 Total Pages: 1 Totalrecords: & Page Size: E Page Humber: |1 View All

Refresh | |v| Auto Refresh (20 seconds)

Service Forwarding

Click Service Forwarding to display all ports mapped to OnCell Central Manager with TCP port status set
to service forwarding.

MO www.moxa.com

All Devices

» Total Solution for Industrial Wireless Networking

All User Ports Firmware Upgrade

| All Devices | " . T
‘Fllter:lbevlce MAC M | Filter | Reset |
¥ B3 AlDevices =
() WDR-2124A_0000 (Offline) Status Device MAC Service Port Protocol LAN Device Name LAN Device IP Port Description
] WDR-3124A_0000 (Offline) Closed  00:90:ES:00:01:23 52048 TCP teste666 192.168.127.105 6666 test6666
Closed 00:90:E8:03:11:12 52049 TcP Madicon PLC 10.139.64.15 20000

[ Green_WDR31244 (Offline)
[} WDR-3124A_0000 (Offline)
[ oncell G3470-LTE_0000 (Offf)
[ oncell G3470-LTE_0000 (Off
[ oncell G3470-LTE_0000 (Offf
[1G3111_8853-VGM (Offline)

[} onCell_5104_0001 (Online)
[ oncell_5104_0002 (Online)
[ oncell_5104_0003 (online) | |
|_)oncell_s104_0004 (Online)
|_)oncell_s104_0005 (Online)
) oncCell_5104_0006 (Online)
[} onCell_5104_0007 (Online)
[} onCell_5104_0008 (Online)
[ onCell_5104_0002 (Online)
[ Oncell_5104_0010 (Online)
|_)oncell_s104_0011 (Online)
|_)oncell_s104_0012 (Online)
) oncCell_5104_0013 (Online)
[} onCell_5104_0014 (Online) | |

[1.0nCell 5104 0N15 (Online) L7

Groups 1 Total Pages: 1 Total records: 2 Page Size: Page Number 1 View All
T o | o oo 0 s —
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Firmware Upgrade

Click Firmware Upgrade to display the devices’ upgrade status and upgrade histories.

View Device v - = 5
All Devices  All User Ports = Service Forwarding

All Devices

¥ £ AllDevices <] L Function
] WDR-3124A_0000 (Offline) Device Name Device MAC Device Model Firmware Support Upgrade Status Upgrade Percentage
[ WDR-3124A_0000 (Offline) WDR-3124A_0000 00:90:E8:00:00:24 WDR-3124 WDR-3124 series Success [ 100% ]
[ Green_WDR21244 (Offline) |~ | | Oncell G3470-LTE_0000  00:90:E8:00:01:23 onCell G3470-LTE OnCell G3470-LTE series  Success 100w |
) WDR-3124A_0000 (Offine) oncell G3470-LTE_0000 oncell G3470-LTE onCell G3470-LTE series | Success [ 100% |
WDR-3124 WDR-3124 series Time out error 3%

[) oncell G3470-LTE_0000 (Offfpe| | Green_WDR3124A
) Oncell G3470-LTE_0000 (OFf]
) Oncell G3470-LTE_0000 (OFfl
[1G3111_8853-VGM (Offline)
[) Oncell_5104_0001 (Online)
() OnCell_5104_0002 (Online)
[) OnCell_5104_0003 (Online)
) OnCell_5104_0004 (Online)
|_)oncell_s104_0005 (online)
) oncell_5104_0006 (Onling)
[) Oncell_5104_0007 (Online)
[) Oncell_5104_0008 (Online)
() OnCell_5104_0002 (Online)
() OnCell_5104_0010 (Online)
) OnCell_5104_0011 (Online)
|_)oncell_s104_0012 (Online)
|_)oncell_s104_0013 (Online)
() OnCell_5104_0014 (Online)
LONCell 5104 _AN15 (Onlinel :

Groups
Refresh | v Auto Refresh Refresh | [v] Auto Refresh (20 seconds)

NOTE The information shown in the figure is for demonstration purposes only. The actual information depends on
the connection status and configuration.
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Managing a Single Device

Click on a single device in the All Devices list to view and/or manage the information for that device.

Overview

The Overview tab, which displays information for the device, is selected by default.

MOX A\ vwww.moxa.com » Total Solution for Industrial Wireless Networking

[ overvew |Juserpors | Maitenance
| Al Devices |
- View  Function |
¥ 2 AlDevices |2

|_] WDR-3124A_0000 (Offline)

) WDR-3124A_0000 (Offline) |l Device Name oncell_G3151-HsPA_297
L] Green_WDRZ124A (Offline) Model Name onCell G3151-HSPA
] WDR-3124A_0000 (Offline) | | serial o, g7
[} Oncell G3470-LTE_0000 (Offline)
) Oncell G3470-LTE_0000 (Offiine) Firmware Version 1
) Oncell G3470-LTE_0000 (Offline) WAN IP Address N/A
[]G3111_8853-VGM (Offling) LAN 1P Address 192.168.127.51
_JOnCell_G3151-HSPA_997 (Online) LAN MAC Address 00:90:E8:42:F0:C2
11OnCell_5104_0001 (Online) Il Last connected 2015/05/19 18:04:26
[ OnCell_5104_0002 (Online) N 0

551

[) OnCell_5104_0003 (Online)
() OnCell_5104_0004 (Online) Cellular Mode
) OnCell_5104_0005 (Online)
|_)oncell_s104_0006 (Online)
|_)oncell_s104_0007 (Online)
[) OnCell_5104_0008 (Online)
[) OnCell_5104_0009 (Online)
[) OnCell_5104_0010 (Online)
[) OnCell_5104_0011 (Online) ) |
[Loncell 5104 nni? (Onlinel Il ‘

Groups
=y

N/A

User Ports

The User Ports tab allows administrators to manage and monitor specific device ports, including the Telnet,
OP mode, and Service Forwarding configurations. The Service Forwarding section only allows deleting
records, or assigning a new forwarding port.

MOXA WWW.MOoXa.com
o erme

‘ | View  Function ‘

» Total Solution for Industrial Wireless Netwo

| ANl Devices

v 3 AllDevices =
[ WDR-31244_0000 (Offline) User Ports =
oo 312600 oo | T chse ohetra [ cosverois [ metreher
) Green_WDR31244 (Offline)
[ WOR-31244_0000 (Gffine) | por: 6024 Status:  Registered
et o0 800 o B Conge s o | s 08 o |
L oncell G3470-LTE_0000 (Offiine) Status Port Type OP Mode Serial Port Ethernet Port
L) Oncell G3470-LTE_0000 (Offine) Registered Data RealCOM Port 1 50001
L1G3111_8853-vGM (Offline) Registered Command RealCOM Port 1 51025

|_]OnCell_G3151-HSPA_997 (Online)
) onCell_5104_0001 (Online) I
[} oncell_5104_0002 (Online)
[J oncell_5104_0003 (Online)
[} oncell_5104_0004 (Online)

Ly oncel_s104_0003 (onine) L MeCTIITTem oW

L1 oncell_5104_0006 (Online) Status Service Port Protocol LAN Device Name LAN IP Port Description

1 OnCell_5104_0007 (Online) Registered 52051 TCP 5678Device Name 192.168.127.105 5678

L1 oncell_s104_0008 (Online) Registered 52050 TCP 5677Device Name 192.168.127.211 5677

[} Oncell_5104_0009 (Online)

[J oncell_5104_0010 (Online) [

[ Oncell_5104_0011 (Online) =

e —

Item Description

Change Telnet Port Modify the device’s Telnet port number.

Enable Telnet Activate Telnet.

Reset Telnet Deactivate Telnet.

Change User Port Modify the device’s user port number.

Reset OP mode Restart the device’s OP mode.

Delete Record Delete specific device Service Forwarding port mapping; system will reassign a
new service port.

Reset Forwarding Restart the device’s Service Forwarding connection.
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Maintenance

Maintenance functions provide the administrator with tools to manage the a device’s port configuration,
activation, restoration, and firmware upgrade.

MOXA www.moxa.com
Overview User Ports

| All Devices

: - | | View Function
¥ [y AllDevices sl
[) WDR-2124A_0000 (Offline) Enable Telnet
[] WDR-3124A_0000 (Offline) Action: Reset Telnet
= Change Telnet Port v

] Green_WDR3124A (Offline)
[} WDR-2124A_0000 (Offline)
|1 Oncell G3470-LTE_0000 (Offl |
] Oncell G3470-LTE_0000 (Offl
|l Oncell G3470-LTE_0000 (Off]
[} 63111_8853-VGM [Offline)

_1onCell_5104_0001 (Online)
|1OnCell_5104_0002 (Online)
|1onCell_5104_0003 (Online)

Change User Port
Reset OP Mode
Reset Forwarding

Function

Click Function to view all functions.

MOX/\@www.moxa.com

Overview User Ports Maintenance

| All Devices | T
: - | View Function
¥ [y AllDevices sl
[) WDR-2124A_0000 (Offline) Enable Telnet
[] WDR-3124A_0000 (Offline) Action: Reset Telnet
= Change Telnet Port v

] Green_WDR3124A (Offline)
[} WDR-2124A_0000 (Offline)
|1 Oncell G3470-LTE_0000 (Offl |
] Oncell G3470-LTE_0000 (Offl
|l Oncell G3470-LTE_0000 (Off]
[} 63111_8853-VGM [Offline)

_joncell_5104_0001 (Online)
|1OnCell_5104_0002 (Online)
|1onCell_5104_0003 (Online)

Change User Port
Reset OP Mode
Reset Forwarding
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Action

Select one of four actions from the Action drop-down list.

Configuration Export

Click Configuration Export to back up OnCell Central Manager settings, and click Configuration Import
to restore OnCell Central Manager settings.

MOX/\EE]wwwmoxa.com

Overview User Ports Maintenance

| All Devices | . .
- ‘ View Function
¥ [y AllDevices =
|| WDR-3124A_0000 (Offline)
WDR-3124A_0000 (Offline PR
D ~ ‘ _ ) - Action: ‘ Choose... v
] Green_WDR3124A (Offline) |=
[ WDR-3124A_0000 (Offline) Choose_,
[} oncell G2470-LTE_0000 {Offl Configuration Export
[} oncell G3470-LTE_000O (O Configuration Import
u oncell G3470-LTE_0O0OQO (O Firmware Um[ade
u'[]I'I'CeI_EIM_[HN)I {Online)
|_joncCell_5104_0002 (Online)
] OnCell_5104_0003 (Online)
I

Next, click Download to save to a configuration text file, which can be viewed and edited with any text-
editing tool.

Overview User Ports Maintenance

View f undtion

T : Configuration Expont v
¢ 33470-LTE 0000 (OM Download
|
ncell G3470-LTE ( e
ncell G3470-LTE ( 114 Download

_OnCell_5104_0001 (Onkne)

t 104 r. L

Please wait...

Save l Cancel J

4-16



OnCell Central Manager OnCell Central Manager Web Console Configuration

Configuration Import
Click Configuration Import to restore OnCell Central Manager settings.

MOX/\EE]www.moxa.com

Overview User Ports Maintenance
| All Devices )

| ‘ View Function

¥ [y AllDevices el
[') WDR-3124A_0000 (Offline)
[') WDR-3124A_0000 (Ofﬂl-r‘le] ) Action: ‘Chnnse... =
] Green_WDR3124A (Offline) |=
[ WDR-3124A_0000 (Offline) - Choose...
[} oncell G2470-LTE_0000 {Offl Configuration Export
[) Oncell G2470-LTE_0000 (O Configuration Import
|} Oncell G3470-LTE_00D0O (O Firmware Upgrade

|]G3111_8853-VGM (Offline)

|_‘|OI'|CEI_5 104_0001 (Online)
|_joncCell_5104_0002 (Online)
] OnCell_5104_0003 (Online)

Restart OnCell Device

Next, in the Configuration Import section, click Browse to select a configuration file and then click Open
files button and Submit to begin importing the configuration.

M OXANWWW moXa.com

Overview User Ports Maintenance
| All Devices )

- | | View  Function
¥ [ AllDevices l
) WDR-3124A_0000 (Offline)
WDR-3124A_0000 (Offline, P
J - ( , ) _ Action: | Configuration Import |~
| Green_WDR3124A (Offline) |=
[') WDR-3124A_0000 (Offline) Select Configuration File Browse...

) Oncell G2470-LTE_000D (Off] _
L] oncell G3470-LTE_0000 (Off]
] Oncell G3470-LTE_0000 (Offl
[ 1G3111_8853-VGM (Offline)

|_‘|0nCeI_5 104_0001 (Online)
jOonCell_5104_0002 {(Onling)

Submit
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Firmware Upgrade
OnCell Central Manager allows administrators to complete a Firmware Upgrade from a remote site. The
latest firmware is available from Moxa’s download center.

Before running a firmware upgrade, make sure the OnCell device is off. Click the Browse button to specify
the firmware image file and click Firmware Upgrade and Restart to start the firmware upgrade. After the
progress bar reaches 100%, the device will reboot itself.

When upgrading your firmware, you may not use any of the OnCell device’s other functions.

MOX/\@www.moxa.com

Overview User Ports Maintenance

| All Devices | | N N
- - | View Function

v [ AllDevices -

|_] WDR-31244A_0000 (Offline)
WDR-31244A_0000 (Offline PR

D - ‘ _ : - Action: ‘Chnuse... =
| Green_WDR3124A (Offline) |=
[} WDR-2124A_0000 (Offline) - Choose...
[} Oncell G3470-LTE_000O (Offl Configuration Export
[} oncell G3470-LTE_0000 (O Configuration Import
u Oncell G3470-LTE_0QOOOD (O Firmware Umrade
LJG3111_8853-VGM (Offline) Restart OnCell Device
u{)l'lCel_E 104_0001 (Onling)
|_jOnCell_5104_0002 (Onling)
|_j©nCell_5104_0003 (Online)

Restart OnCell Device

After changing the configuration and submitting the changes, click the Restart function to reboot the
devices.

MOXA@WWW.I'I'IQXE.COI'H

Overview User Ports Maintenance

| All Devices | | N N
- - ‘ View Function
v [y allDevices -
) WDR-3124A_0000 (Offline)
WDR-3124A_0000 (Offline P
- 0000 ¢ : Action: | Restart OnCell Device v

] Green_WDR3124A (Offline)
] WDR-3124A_0000 (Offline)
[ ] oncell G3470-LTE_0000 (Offl | Restart |
] Oncell G3470-LTE_0000 (O
] Oncell G3470-LTE_000O (O
| 1G3111_8853-VGM (Offline)
_1OnCell_5104_0001 (Online)
| JOnCell_5104_0002 (Online)
) OnCell_5104_0003 (Online)
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Device Logout

Logout allows users to disconnect OnCell Central Manager. For security reasons, we recommend that you
logout before closing the console manager.

M OXA WWW.MOoXa.com

Overview

) Control Ports/User Ports Info. OnCell Central Manager
A —— Version: 2.0 Buld 14111115
_) Device Group Management

_) Account Management Copyright: Moxa Inc.

Message

Are you sure to logout?
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